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Situa,onal	
  Awareness	
  

response	
  to	
  cyber	
  incidents	
  

Guidelines	
  

Educa,on	
  /	
  Awareness	
  

Early	
   no;fica;on	
   of	
   threats	
   and	
   vulnerabili;es,	
   possible	
   mi;ga;on	
   measures,	
   warnings	
   for	
  
probable	
  and	
  /	
  or	
   imminent	
  cyber	
  aFacks,	
   informa;on	
  and	
  studies	
  about,	
  guidelines	
  and	
  best	
  
prac;ces,	
  aFack	
  scenarios,	
  preven;ve	
  ac;ons	
  and	
  mi;ga;on	
  

Specialized	
   training	
   in	
   safety,	
   training	
   and	
   awareness-­‐raising	
   campaigns	
   aimed	
   at	
   ci;zens	
   in	
  
order	
  to	
  raise	
  awareness	
  on	
  the	
  issues	
  of	
  computer	
  security.	
  

Coordina;on	
  of	
  all	
  actors	
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  and	
  support	
  in	
  response	
  to	
  cyber	
  incidents	
  having	
  na;onal	
  
and	
  transna;onal	
  impact	
  

Defini;on	
   and	
   dissemina;on	
   of	
   guidelines	
   and	
   standards	
   for	
   the	
   proper	
   management	
   and	
  
preven;on	
  of	
  cyber	
  incidents	
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Threat	
   Malware	
   Incident/Phishing	
   Report	
   Other/Informa,on	
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q Segnalazioni	
  periodiche	
  
	
  ACDC	
  –	
  CIMBL	
  -­‐	
  Ebury 	
  	
  -­‐	
  Fast	
  Flux 	
  -­‐	
  
	
  Mumblehard 	
  -­‐	
  Ramnit 	
  -­‐	
  Shadowserver	
  Report
	
  	
  

q Altri	
  ,pi	
  	
  
	
   	
  Leak 	
  	
  -­‐	
  Malware/Compromissioni	
  
	
   	
  DDoS 	
  -­‐	
  Phishing	
  -­‐	
  Vulnerabilità 	
   	
  	
  



 
 
 

Mumblehard	
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Campagne	
  Informa6ve	
  

q Compromised	
  Website,	
  con	
  oltre	
  4.500	
  even,	
  
no;fica;	
  a	
  circa	
  60	
  ISP	
  

q Sandbox	
  URL,	
  con	
  circa	
  540	
  even,	
  no;fica;	
  a	
  17	
  ISP	
  
q DDoS	
  reflec6on/amplifica6on	
  
	
  

q QOTD	
  (Quote	
  Of	
  The	
  Day):	
  90	
  macchine	
  	
  afferen;	
  a	
  26	
  ISP)	
  
q 	
  Chargen	
  (Character	
  Generator	
  Protocol)	
  :	
  circa	
  830	
  
macchine	
  afferen;	
  a	
  40	
  ISP)	
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CONCLUSIONI	
  
q Importanza	
  di	
  una	
  collaborazione	
  intersecoriale	
  
q Incremento	
  dello	
  scambio	
  informazioni	
  e	
  
coordinamento	
  nella	
  risposta	
  agli	
  inciden,	
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