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Frodi online e
Cybercrime

Cosa li accomuna e come mitigarli

Giovanni Napoli - RSA Pre-Sales Manager
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La cruda realta del software engineering

* Non e’ possibile dimostrare la correttezza formale di
un software

 Semplici contesti informatici a volte mal si prestano
ad essere modellati e validati matematicamente

 Dobbiamo imparare a convivere con vulnerabilita’
che hanno un elevato rapporto costi/benefici

Rischio = Minaccia x Vulnerabilita x Impatto
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La cruda realta del software engineering
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La cruda realta del software engineering

Scarsa progettazione software
d;iventa feature

BUG  FEATURE
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Provatelo ad esempio con Internet Explorer e Chrome...
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La cruda realta del software engineering

I™M TRYING TO ‘
MAKE YOU DESIGN
MY SOFTWARE. ‘
i\l

%

Scarsa progettazione software

diventa feature
& s g

TLL NEED TO KNOW | FIRST OF ALL,
YOUR REQUIREMENTS LHAT ARE YOU
BEFORE I START TO TRYING TO

DESIGN THE SOFTWARE.

I MEAN WHAT ARE
YOU TRYING TO
ACCOMPLISH WITH

THE SOFTWARE?

N\

WONT KNOW WHAT TRY TO GET THIS
11 CAN Acconnuxsu CONCEPT THROUGH YOUR\ CAN YOU DESIGN
UNTIL YOU TELL ME THICK SKULL: THE | IT TO TELL YOU
WHAT THE SOFTWARE SOFTWARE CAN DO | MY REQUIREMENTS?
\_ CAN DO. WHATEVER I DESIGN |

“ITTooot )

i
BUG FEATURE

Carenza di requisiti che guidano software
a supporto di processi aziendali
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Un grave esempio: Heartbleed

Che cos’é?

« Un bug in OpenSSL
— OpenSSL dalla 1.0.1 fino alla 1.0.1f sono vulnerabili

— OpenSSL 1.0.1g NON e’ vulnerabile
 Un banale errore di programmazione

hbtype = *p++; i
/* Read type and paylecad length first */ Bu B FIX
bt - gt n2s(p, payleoad);

s y(pe 3 ;’ ) if (1 + 2 + payload + 1€ > s->s3->rrec.length)

Healp, payioadls return 0; /* silently discard per RFC 6520 sec. 4 */

pl = p; pl = p;

OR  -porenss._no_tearTeeats - At recompile time

e Il bug e’ probabilmente presente fin da marzo 2012
EMC RSA|
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Un grave esempio: Heartbleed

Quali sono gli impatti?

e Un server affetto dalla vulnerabilita € soggetto a perdite
di dati sensibili tra i quali:
- Password

— User Login
— SSL Private Key

e Un certificato SSL Server e pubblico. Se un attacker
possiede |la chiave privata associata, la sola cosa che
manca € un semplice attacco DNS

 Bug exploit che non lascia traccia...

EMC RSA |
pyright 2014 EMC Cor| i |

© Co poration. All rights reserved.



Un grave esempio: Heartbleed

Come funziona?

SERVER SEI ANCORA LI?
SE CI SEI, RISPONDI CON PATATE (6 LETTERE)

)

Alice vuole queste 6 lettere: PATATE

Alice vuole queste 6 lettere: PATATE

o)
O
0

PATATE :} .

EMC’ RSA |
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Un grave esempio: Heartbleed

Come funziona?

SERVER SEI ANCORA LI?
SE CI SEI, RISPONDI CON MELE (4 LETTERE)




Un grave esempio: Heartbleed

Come funziona?

SERVER SEI ANCORA LI?
SE CI SEI, RISPONDI CON BINGO (500 LETTERE) Alice vuole queste 500 lettere: BINGO

Alice vuole queste 500 lettere: BINGO Lucas
S the "missed connections" page. >
s to set server's master
. Isabel wants pages abow
too long”. User Karen wants tg

BINGOLucas
Patienc

VIENE DIFATTI FORNITO
UN PACCHETTO DI RISPOSTA DI 500 BYTE!!

© Copyright 2014 EMC Corporation. All rights reserved. 10



Heartbleed in ambito frodi e cybercrime

Ricordiamoci sempre le motivazioni degli attacker...

THIS IS

Ambito frodi Ambito cybercrime

Fie Edt Format View Help
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E 64 6F 6E 65 3D 68 74 74 70 25 33 41 25 Y&.done=httpX3AX Alice Mallory Bob

i2 46 25 32 46 6D 61 69 6C 2E 79 61 68 6F 6F 2E
3 6F 60 26 2 70 64 3D 79 6D SF 76 65 72 25 33

30 25 32 36 63 25 33 44 25 32 36 69 76 74 25
3 44 25 32 36 73 67 25 33 44 26 2 77 73 3D 31 30%265gX30&.ws~1]
16 2E 63 70 3D 30 26 6E 72 3D 30 26 70 61 64 30 &.cp=Banr-B&pad=|
16 26 61 61 64 3D 36 26 6C 6F 67 69 6E 3D 61 67
€ 65 73 61 64 75 62 6F 61 74 65 6E 67 25 34 30

9 61 68 6F 6F 2E 63 6F 6D 26 70 61 73 73 77 64
D 30 32 34

Catastrophic...

..Up to 11 + Intercettare comunicazioni private

- Phishing + Impersonare utenti e servizi
+ Rubare dati sensibili senza la

+ Collezionare indirizzi email, login, R o=ee ) )
necessita di avere privilegi particolari

password

EMC RSA
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Phishing e Social Eng ti trovano ovunque

I Cearrh
J o

Call

Add to Contacts

Tt RASESase
Jul 18 2011 10004 PM
" Need cash now? Receive
$100-$1500 direct to
YOUR bank in 1hr! No
credit check. Get instant

www myATMplace . com
| (optout.reply:stop)

Mark as Unread

@), and Smart Shop

> Smart Shop April 5 at 7:22pm Rey

I am the AlertPay ,Facebook as
if you Don't want to miss your ¢
States, participate in "own0" th
login with the following link and
http://www.alertpay.own0.com

JPE

" GOOD LUCK
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Security Preferences Update

Contact Us

. ————
View Accounts | Privacy Promese

- .

Dear s Member:

We wanted to make you aware of niSHeartbleedniS Internet bug affecting many

servers. s continuously monitors our systems, and we have no mdication that they are at
risk. e has taken and continues to take steps to mitigate any nisks. A security patch
was mplemented for wss e earhier this week, and, although we have no indication that
our secunty certificates have been compromised, we have obtained new certificates for

. We replaced the old certificates in the early howrs of Sunday, April 13, and the
new certificates today show a vabd date of Apnl 17, 2014 and an expiration date of April 19,
201S.

-

However, these steps are only the first ine of defense n our continuous program to protect
against securnity risks, waae has an aggressive fraud detection program and 24/7 monitoring
of global threats niS all of which are designed to detect any unauthonzed activities using
Heartbleed or any future threats.

Helping protect your personal and financial mformation s one of our top pnionties as
has initiate backup secunty certificates "Secure Sockets Layer (SSL)" and an Advanced
Identity Theft Assistance Team.

.-

What should you do?

While thereniSs no indication of compromise, we recommend all s members to logon and
register to the backup secunty certificates "Secure Sockets Layer (SSL)" and the Advanced
Identity Theft Asssstance Team,

12



Analisi Comportamentale e Essenziale
| criminali si comportano diversamente da utenti legittimi

Add Bill Payee

Enter Pay Amount

Velocita

Sequenza delle pagine Sign-in

" .{\, -
Contesto _ - Select Bill Payee
‘ Bill Pay Home
Comportamento \
- Submit
-> My Account
Homepage
pag -
- View Checking

Checking Account

EMC’ RSA |
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Come mitigare attivita di cybercrime gg=

Solution
Capabilities

Identity/Access/Role Based Employee Context

ASSET DATA

SOC/CIRC Single UI Business

CONFIG DATA Vulnerability B Continuit
Management QAR = ‘

.
RSA Archer eGRG

VMS DATA .
Incident
Management
DETLLLET
Metrics
Reports
Site Assessmentjiis Host Scan Link
Link to Packet
Link to SIEM
INTEL CONTEXT, NEW INTEL Portal
------------ Security
\
Securlf&/nl;lllort\:z:rmg & ~ N,‘E"*TS o INTEL
INTEL Y € ID Verification e
SAUD O Multi-Factor Audit
Fraud Detection
Log Capture Full Packet Federation
&) &gAnarysis Capture_ &
LUl COMMUNITY INTEL

\ Threat Intelligence - Rules - Parsers - Alerts - Feeds - Apps
L\ L I VE Directory Services - Reports and Custom Actions
14
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Target Data Breach: Approccio RSA

e |'attacco ha sfruttato la debolezza di un

Ta‘rg'et publi(fly announf:es 40 Partner
XXX software identifies | DOIJ notifies Target I million dcredlt andf(:ebltcard
ialiclous activity Y » Target si € perso gli alert di difesa
broken on 12/18 g p g
| perimetrale

Target certified as First yyy More  yyy Target confirms a , .
PCI-DSS compliant alerts triggered alerts triggered further 70 million . Lattack_er ha sfruttato Ia debolez_za dei
Target confirms breach data records stolen controlli per espandere il suo perimetro

- removes most malware d’azione
Target Timeline . . . .
g e Target si e perso anche gli eventi legati

(12/12) (12/19)  (1/10/14) all’asportazione dei dati aziendali
(9/2013) (11/30) (12/2) (12/15)
(11/12) (11/15-28) M Avrebbe forse potuto disporre di un efficace
1 Attacker Timeline framework di Goverr-iancg R|§k e Com!)llfmce
Attackers first per manutenere tutti ed i soli controlli
breach Target sicurezza necessari? Avrebbe forse potuto
network disporre di piu’ efficaci strumenti di
POS malware fully Attackers lose foothold investigazione, di capacita di integrazione di
Attatkare ctaal Eadio installed In Target network informazioni di intelligence e di maggiore

competenza del proprio personale o dei propri
consulenti...?

credentials

Attackers install upgraded
Attackers test malware versions of exfiltration malware
on Target POS - begin exfiltrating data

Azienda

Integrare |le informazioni di intelligence
all'interno della nostra infrastruttura ed
organizzazione IT

Attackers install data EBAYINC.TOAS
exfiltration malware MAY 21 2014 / EBAY INC

https://blog.ebay.com/ebay-inc-ask-ebay-users-crianye-passwords/
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Intelligence Driven Security
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